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Purpose
The client, as the developer of both ChatMail® and Renati™, wanted independent, verifiable testing of their
encrypted mobile solution.

The purpose is to provide customers with verifiable assurance that the technology offered is sound and
technologically capable of withstanding the latest in physical extraction techniques using both proprietary
exploits as well as commercially available forensic tools.

This document summarizes the impartial analysis of the product. Based on the following study.

Scope

1. Utilize all available exploit methods to unlock the device while in:
a) BFU (Before First Unlock) State

b) AFU (After First Unlock) State

2. Extract data off the device while in a:
a) Locked state
b) Unlocked state

3. Attempt decryption, parse, and read extracted data from ChatMail on Renati.

Results

1. Unlock Device

a) No commercially available tool, software or exploit was able to unlock the device in BFU state.
b) No commercially available tool, software or exploit was able to unlock the device in AFU state.

2. Data Extraction

a) No commercially available tool, software or exploit was able to extract any data from the device in a
locked state.

b) Using the provided password in an unlocked state, the device still proved to be extremely difficult to
obtain an extraction. Only system files and carrier-identifying data were able to be extracted from the
device using the password that was provided to us.

c) No user-generated data was able to be extracted.

3. Application Data
a) No user-generated data specifically targeting ChatMail was readable.

Methodology
Gray-box penetration testing was conducted on the device. The certified assessor had been provided with

limited knowledge about the security of the product and the IT infrastructure supporting it.

Examiners attempted entry by attempting forensic imaging, password and hash cracking or utilizing side
channel exploit attacks. Commercially available digital forensic tools were also employed.

Examiners attempted to find, extract, decrypt, and analyze data from a locked and unlocked state.
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Device Overview

To gain access, someone in possession of the device would have to know the password to be authenticated as
a normal user. Although messages can be decrypted by an authenticated user, the data cannot be extracted
from the device as the USB functionality has been heavily restricted which prevents extraction of data.

Screenshots, Copy & Paste, Fused Location, GPS, NFC, Bluetooth and screen recordings have been removed.
The camera is custom and employs encryption. External web browsing and third-party apps are incompatible
with the system. Collectively, along with the other disabled features, the device hardening makes it a very
strong and capable device for secure communications.

Technical Findings
Data is secure on the device and unauthorized access to the device is currently not possible.

Severity
Risk for exploitation of ChatMail® on Renati™ has been classified as low.

Conclusion
The device was secure against all known exploitation methods as of 7/5/2023.
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