
Secure Communications - Platform Comparison
ChatMail on Renati OS compared with alternative secure and privacy platforms

Feature ChatMail on Renati OS Bittium Tough Mobile 2 C GrapheneOS UP Phone iOS / Android

Target customer Enterprise, government, military Government, military Privacy consumers, developers Privacy consumers General consumers

Architecture [3] Security-focused, proprietary Dual-OS, proprietary Privacy-focused, open-source Privacy-focused Consumer-focused

Active threat detection Yes [1] Limited No No No

Remote management [2] Yes Yes No No No

Self-hosting Yes Yes No No No

SMS / MMS removed Yes No No No No

Telephony removed Yes No No No No

Emergency alerts removed [4] Yes No No No No

GPS / location removed [5] Yes No No No No

Bluetooth / NFC removed Yes [6] No Disabled by default [7] No No

ADB / USB data disabled [8] Yes No No No No

Closed communication ecosystem Yes Optional No No No

SIEM integration / remote telemetry Yes Limited No No No

Application access control [9] Yes Yes No No No

Google services (GMS) removed Yes [10] Yes No [11] Yes No

Sandboxed applications Yes Yes Yes Yes Yes

Duress / self-destruct Yes [12] Yes [13] Limited Limited No

Encrypted communications suite [14] Yes Partial No Partial No

Independently forensic-tested Yes [15] No No No No

Licensing Subscription Subscription Free Subscription Free

Comparison provided for evaluation purposes. Capabilities reflect typical platform configurations and may vary by model, version and deployment. Distributed and supported by eCom IT BV - Albert Huismanpad 166, 1502EK Zaandam, The Netherlands - info@ecomit.tech - +31 20 244 3918.



Notes

1. Renati OS includes built-in active threat detection and response at the OS level, including continuous root and exploit monitoring.

2. Renati OS and Bittium Tough Mobile 2 C both include native remote management. GrapheneOS, UP Phone and iOS/Android rely on third-party MDM solutions.

3. Security-focused means features are deliberately removed or restricted to reduce attack surface; privacy-focused means standard smartphone functionality with privacy controls.

4. Emergency alerts are a documented attack vector for baseband exploitation. CVE-2023-26073 demonstrates malformed network messages enabling remote code execution on baseband processors.

5. GPS and location services are restricted at the OS level by removing or disabling location framework services within the system image.

6. Bluetooth and NFC hardware interfaces are disabled at the system integration layer (HAL/framework level) depending on device configuration.

7. GrapheneOS disables Bluetooth and NFC by default, but both remain present and can be enabled by the user at any time.

8. Android Debug Bridge (ADB) and USB data connectivity are restricted so the device operates in charging-only mode, with all data-transfer interfaces disabled unless explicitly permitted by policy.

9. All application deployment is administrator-controlled. Users cannot install, sideload or access third-party applications or app stores.

10. Google Mobile Services are fully removed at the system level, with no dependency on Google infrastructure.

11. GrapheneOS does not include Google Mobile Services by default but supports optional sandboxed Google Play services.

12. Renati OS can initiate a self-destruct process that permanently erases all device data based on the security threat level.

13. Bittium Tough Mobile 2 C includes hardware-based tamper-detection mechanisms that can trigger security responses when physical intrusion is detected.

14. Secure communications suite refers to a single integrated application (such as ChatMail) combining encrypted messaging, voice calling, media sharing, notes and email into one unified secure environment.

15. Independently tested by Unique Wire Inc. against commercially available forensic tools in both BFU and AFU states. No data extraction was observed under tested conditions.


